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Secure Web Gateway ἶᴱἧ╕,

⌠ Ἄ ╖ᴛ ╬ ḛỸ Ѥ ΩṨˁ₀╖ᴛ Ṩ PCŋ Ṓ ̆ ͙‰ ♬ ╙ ♠↔ ѱѻ.
Secure Web GatewayѤ Ợ↔▫ʺ ᾎ▬ ⌠ / ╬ С מ ⁄Ἄ ∟ ΏѤ ἵ ≢‡ ḓ ῸἛ ӥᵑ ᵠ ̆
͙‰ ḓ ͋Ⱡ ♬ ὡᵑר ♠↔ Ѥ ἹᴴἪ░ѱѻ.

╪ ˭╪ ≢╪Ѥ, ἵ , ╬ᾅ ᶉᾎ︣ (IM)̓ ᾅ ╪ ˉ╘ ╬͙▓Ѥ ⌠ ͙ḙ ╞↔ ᴛ͎ע⁄ ҍ URL ᵠ, 
ῸἛ ӥ תּ ḓ ᵠ,   ᵙ ╪Ἢ Ⱡ‡ ͙ѫ╙ ‒ ѱѻ.

ҥ╪ ┬ Ḣּת ͙ѫ ֞ ♩♩ җ ἹᴴἪ╥ ₅⁵╖ᴛ Ӈ‡ ʺ̆ ▓ᾋѱѻ.

- Gartner SWG ἶᴱἧ ♩╢ (Gartner IT Glossary)

SWG(Secure Web Gateway) = ┘ ở╧ ѻ + Malware ḟ„ + ♩ṏ ┘ ḟּק
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Ś ̭ , 2015У ừḖ͖ ở╧ḯ ̎˳ ̒ᴍ ⸗ ὠ⌐ ś

Ś B%B Ḣ ᶙ♅ּקᴘ ʷ◌ ᵡ╧ ╧↑Ӆ ̭ʷ Ś

Ś ‏♣ ̎˳̐ ῴἘ Ӣ ʾ⁸ ⌐ › ʷ◌ ᵡ╧ Ь Ӆ ̭ʷ Ś

Ś B%BἉḯᴘ╢ APT Ḣ╧ ʷ◌ ᵡ╧ Ḙỵ ̭ʷ Ś

: 2015 ừḖ͖ Ѩקּ ⌐ ṏ̃Ἁ -FireEye
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Ś ῴἘ Ӣ ┘ ̐♩ ś 

2. Web Connect 1. Malicious Link insert

3. Automatically connect Malicious Link

Zombie PC

Vulnerable Web 
Server

User

Attacker(Hacker)

Malicious Code 
Passage Server

1. ̎˳■ʷ ‏ ≥ Ἁḯ› ḟᶴ ⁭ ῴἘ Ӣ ᵝ Ứ█
2. ở↑■ʷ ≥ Ἁḯ› ḟᶴ
3. ῴἘ Ӣ Ἁ‹קּ┘˼ ■Ҽ╓ᴘ ῴἘ Ӣᵎ ⁴˷
4. User PC›Ἁ ῴἘ Ӣʷ ■Ҽ╓ᴘ ᾏ ӄ̃, ‏ ≥ Ἁḯᵎ ḟᶴ PCѡ ⱵẈ
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: ITChosun (2016.10.23)

Ś ᵾḯ ╧︠ (Malware + Advertising) ś

- ₠ׇ╩ ̘̃ ḡЋ ᵗᵠ╓ᴘ ῴἘ Ӣ ʾ⁸
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: ṏῶљᾂ (2016.03.16) : ṏῶљᾂ (2016.03.12)

Ś O1O+ ≥ Ӣ ӫ╖ ῴἘ Ӣ ʾ⁸ ś

Ś ̭♩∙, ̭ʷở╧ḯῶ♆Ἔ ѡ P2P, ≥ Ӣ 235ˉ ở╧ › Ҋ ѻ ̻̃ ś
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ὒ , ⁭ , љᾂ, ̘̃ ӫ Ẉ ‭ᶱở╧ ♥ἳ╓ᴘ ╩ ╩˝Ẉ ἵᾏ Ḑ ỵỢἘ ♄

Ą Ẉ ‭ᶱ ở╧ Ӧ› Ҋ ♫ ⅔

: ᶘѮ נ AISOC

: ᶘѮ נ AISOC

̃ˊở ͉ ♥ἳ ở╧ ṧᵃ ˾ (1Day)

- Ҋ⁮ כ͖ ừ⌐ TOP 10 ̃ˊở

̃ˊở ͉ ♥ἳ ở╧ ṧᵃ ˾ (1Hour) 13:00 Ř14:00

- Ҋ⁮ כ͖ ừ⌐ TOP 10 ̃ˊở
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͖‭͖ḉ ┘ › Ӹᵍ ͖‭ ╧╨ ἵᾏ
Ą ͖‭╢ 85%ѡ Ң╧ ┘ ╖ ˼ , ͋ שׂ ⌐ ╢ 80% ϼṥ■╢ ἲ

IT ͖ὢ╢ Ḙѽᴘ ˛╢ ╩ʹ╧ ở↑ ѡ ᶘӤ ■ᴫ₫ ᾋᾂ ╕ ӭּק ӄ„ ̒ᵖ

Ą ╧ϫ ♩ṏ┘ ╢ ᵖׇѡ ⁮͖Ѩ

ŚỢ‭ᾂ ╧ѡ21Ἒ͖ ʷ◌ ở‭ ╢שׂ ϫ╧ᶏ, ˷
ởׇּקּק Ὸ╖ ˣ╧Ѹś-  Ẋ ש
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AICLOUD Center For Threat Intelligence

ÅMUD ᾎᾅ ỲӥḖᾗ ͙ὥ╙ ᾒᾎʼ ῸἛ URL

♬Ṓ ‰ҥ╪ (AICLOUD Center)

ÅῸἛ URL ♪͐ Ѿ ḓ ῸἛ URL Ṩ ▀ Ѿ

ÅCommand-and Control ᾐ ∟ Ѿ

Ā Malicious URL Block 

ÅAIAC ᶁ בֿ⁪ ṪἍ╙ ♬ תּ

ÅVM ỲӥḖᾗ ͙ὥ╙ ῸἛ ▀( ӥ) ˤ

Å┬Ợҵ ṪἍ ᴛ ▀ᵠ╙ ṉꜙ ῸἛ ӥ תּ

Ā Malicious File Block ( ₧ἧ)  

AICLOUD Center for TI

ϿṨ Ợ↔▫
External Web Å ῸἛ URLḓ

C&C ἌḲ ♬Ṓ
ὡ︡

Å ῸἛ URLḓ C&C 
ἌḲ ♬Ṓ ᾒᾎʼ
ᾐ

Å ῸἛ ▀ ṪἍ

Local

Public



13

02 APPLICATION INSIGHT SWG ἲˉ Ḑ ︠
Product Introduction

ῴἘ URL ּק ͖ὢ - MUD(Malicious URL Detection) ᾋᾂ

Å ᾏ ở╧ ᵎ ̃ἳ Ҽ♅ ḟᶴ ⁭ ῴἘ URL Ὕֿפ, ṧἊ, ʷ̎ ⁭ קּ ѡ ᾋᾂ

Å ≥ ở╧ ♥רּ ḟᶴ╖ ╩ Ӷ Ḑ Ϯҳ Ӣᵎ ⌐͖Ḗ ṧἊ Ὕ

- ᴛἝᾅừ░, ᴆּתᾅ ᵙừ░, ▀▫ҿ ᾒ Ӯ OS ╪ḿ ᵑ Exploit ˤ

- ⌠ Ẅמ ,╬͎ױ ,♇↕גᾎ, ▫ḕ –♩ Ӯ╖ᴛ ╬ ḛỸӇѤ Drive-by-down ּת

- Ṋҵ╥ ̆ἶ Crawler ᶛӢ╙ ᾐ͋ ỸἛ ֞Ѥ ợⱠ ӇѤ ҵᶉ╬ ♬Ṓ ḙ₅

Å AIATP ᾋᾂ ̐╢ ᾏᾋʹ ᾍ╖ ῴἘ URL ♥͍ קּ

Input Output

♥רּ ở╧ ḟᶴ╖ ʾ⁸ Ḑ ♅

̆ἶḢᶷ

(24 x 365 ˤỢ ὡ )

┬,תּ┬˿ תּ ˤỢ ῸἛ ӥ

https://www.iconfinder.com/icons/34722/editor_globe_html_icon
https://www.iconfinder.com/icons/34722/editor_globe_html_icon
https://www.iconfinder.com/icons/34714/beos_flash_icon
https://www.iconfinder.com/icons/34714/beos_flash_icon
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ῴἘ ở╧ Ḑ Ẉ ‭ᶱ ở╧ ♫„

Å9ˌ╥ ῸἛ ̆ᵙ Ṫᵆ

ÅMUD ᾎᾅ ỲӥḖᾗ ͙ὥ╙ ᾒᾎʼ ῸἛ URL

♬Ṓ ‰ҥ╪ (AICLOUD Center)

ÅῸἛ URL ♪͐ Ѿ ḓ ῸἛ URL Ṩ ▀ Ѿ

ĀῴἘ ở╧ ♥ἳ ѻ

Å57ˌ ̆ᵙ Ṫᵆ⁄ ӻᵐ ͔╔, , ẇᴛ͎ Ӯ╥

ẋ ‰ᶴ מ Ⱡ

ÅỢ↔▫ Ṋ Ӯ ♬ ♠↔ ḓ ₉Ω URL╙ ┬⁷

♬ ὡᵞ

Ā‭ᶱ Ḑ Ẉ ‭ᶱ ở╧ ♫
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‗ḟ ῴἘ כ קּ ŘC&C ᾍ ≤ ,קּ ╛҃ קּ╧ ṧἊ

Client

ῴἘ ở╧

C&C Ἁḯ

Request Response

ῴἘ URL ♥͍ קּ
C&C Ἁḯ ᾍ קּ

╛҃ ῴἘקּ╧ Ӣ קּ
C&C Ἁḯ ᾍ קּ

ÅϿṨ Ợ↔▫ʺ ΩṨ⁄ Ⱶ◓ Ѥ C&C ἌḲ₮╥ ᾐ תּ

Å⌠ ╞҆ ⁄תּ╪ Ⱶ◓ Ѥ ῸἛ(╥ᾔ) ӥ⁄ ҍ ͙ḙ תּ
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Proxy base Full Transparent ᶘӢ

ÅAPPLICATION INSIGHT ATPѤ Ṋҵ╥ IP Ṩ⁴ ′╪ Stealth-modeᴛ ⇔₅

- ͙Ⱶ Л √ ̯Ἓ ˿ ṉ ′╛

Å ӥ≢‡ ▫ ḕ╪ ᾅ ͙ѫ ᶛӢ ◑ ⁴, ᾎᾅ ╪Ữ ḛỸ ᾎ ᶹᵙ♠ ḕ╪ ᾅ ͙ѫ Ⱡ̑

- (Fail-Open / Fail -Close ἐ ʺѫ)

Client
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ÅṊҵ ᾎᾅ ′╪ ▫ ♠╬ SSL מ (HTTPS) ṓ ὡ ḓ Ⱡ‡

ÅSSL מ ⁄ ҍ Ἄҵ ͙Ⱶ ᶷ מ ̓ ҿ▀ ˭ ᶛӧ ṒΌ ͙ѫ Ⱡ̑

Å …╪ג ⁄ SSL ╬ּשἌ ἒ ᵑ ─ Ἄשּ╬ ▫ҿ Ḥ ͙ѫ Ⱡ̑

Ἁצּ╩ Ἇ
Client

SSL ́ כ ∙קּ Ḑ Ἁצּ╩ ■Ҽ ḡ

SSL(https) SSL(https)

Ἁצּ╩ ḅ Ἇ
Client

Ἁצּ╩ ḡ ᴘקּ╧
ᵖѸ╧ᴄ
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ÅỢ↔▫ʺ ᾐ Ѥ HTTPS ⌠ Ợ╪ ʺἌשּ╬ Invalid Ữ ᴛ ╬ ӇѤ ˿↕ ҉ ἝἪ╙ Ѿ Ѥ ṒΌ ͙ѫ

- Invalid ╬ּשἌѤ ᴛל Ὸ↔ӈ ⌠ Ợ╪ ⁄Ἄ ẍḴ ˭ ḛỸ

ÅỢἒ ┬ ,Ἄשּ╬ ͙ʼ ᵣᴮ, ⌠ Ợ╪ ₮ἵל ḛ͕ӈ Ἄשּ╬ ἵל Ḉ ▀ , ╬ʺӇּת Ώ╘ Certificate authority

Ӯ – תּʺ⁴ 30 ░⁄ ҍ Invalid ╬ּשἌ ˤ

Client

Invalid SSL ╩ּצἉ ˡ

SSL(https)SSL(https)
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Å▀ḙ♠╬ ┬ Ợ╪ Ѿ ἹᴴἪ⁄ἌѤ Ợ↔▫ ᾏṊ╙ IP͙ר╖ᴛ ὡ ḃᴛ NAT / DHCP ˿ Ḉ ∟תּ

ÅỢ↔▫ ID ╬ּש ͙ѫ╙ Ⱡ̑ ⁴, NAT / DHCP ˿ ∟תּ ḓ Ợ↔▫Ṋ ♬ ὡᵞ ʺѫ

ở↑■ 1
192.168.0.10
ID: A

NAT / DHCP ˼ ₭ṅ ∙קּ

Client IP
10.10.10.10

ở↑■ 2
192.168.0.20
ID: B

ở↑■ 3
192.168.0.30
ID: C

ở↑■ ID ͖Ḗ ở↑■ ᾌṇ
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ÅѾὣ Ữ↔ ⌠ ᶉ▀ Ợ╪ ♪͐ Ѿ Ḣᾏ Ω⁄,

⌠ ᶉ▀ Ἄẋᾅ Ṋ ŗ▄͙ŗ, ŗῠ͙Ř, ŗṨ ▀ Ⱡ ŗ, ŗ√ӥ Ⱡ Ř Ӯ ϿṨ Ợ͋⁄ ӻᵐ ⌠ ᶉ▀ ͙ѫ Ṋ Ⱡ

ở↑■ 1
Google ≥ ᶆ╪ ᶘӤ ͖Ѩ ѻ

ừ↑ ≥ ᶆ╪ ἉẈᾂ ͖Ѩṇ ♫

ở↑■ 2
Naver ≥ ᶆ╪ ╫͖ ͖Ѩᵠ ↑

ở↑■ 3
Daum ≥ ᶆ╪ ṥ ╪♫ , ♩ −Ӣ ♫

≥ ᶆ╪ Ἁḯ

≥ ᶆ╪ Ἁḯ
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WEB╖ ╧↑ Ң╧ ┘ ḟּק

ÅWeb-Mail ╙ ҥ╪ ┬ Ḣּת

Å˭ ᾎ ╪Ϯ ⌠ ӥ Ӯ ⌠╙ ▀ ‰ᴛӥ תּ

Å √ӥ, ▀ Ợ╪ּנ Ⱡ‡ Ӯ╙ ҥ╪ ┬ Ḣּת

ÅSSL מ Ⱡ‡

Ā Data Loss Prevention

ÅNon Agent ░╥ ҥ╪ ┬ Ḣּת ͙ѫ Ⱡ̑

Å̩ ╬♬Ṓ ┬ תּ ∟תּ

Å Ṩ ▀ ḓ   ▀╙ ╪↔ ˌ╬♬Ṓ ‰ᴛӥ ᾎ⁄

ҵ Ⱡ‡ ʺѫ

ÅỢ↔▫ ♬╥ ᶷ▫ ᵰ ḓ ♬͋ ᾏ ∟תּ

Āʹ ♩ ♅↑
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›╧♆ Ḑ PAC (Proxy Auto Configuration ) Ἇ♩

AISWG Agent ἒ ᵑ ʼ Forward Proxy ᶛӥ Ợ↔

- AISWG ˼┘(Forward Proxy) ˃♫

- AISWG ᾋᾂ ◌  ᾋ Fail-over ֛ѡ Bypass(Forward Proxy ■Ҽ ♫)ᵎ ἉẈᾂ ⁴ἳἘ ṏ◌

<ẁׇ→♄╢ PAC Ἇ♩ ᶑ>
<AISWG PAC Ἇ♩ ᶑ>

ɇ O@B 9 ᴙᾋ ■Ҽ ̬Ἐ ᵳ╓ᴘ ≥ ẁׇ→♄ʷ ᴙᾋ Ἁḯ₫ ᾍ ͖
⌐ ᶘӤ ͈ ( ᴙᾋ Ἁḯ IP, Ḓ╧ ᾂ Ҋừ URL ӫ)› Ҋ ♩╢ Ӆ ╪
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×♆∙ █› Ӹׇ 1U Rack̐ 2U Rack╓ᴘ ̬ṧӈѮѸ.

×ᾅᴞ› ᶘӟ╖ Ἅ /Ɑ ⁭ ◌ Ὕ ▐ᾈѮѸ. 

×Ṓ ♫ ╢ ở‗╕ ἘѨ ừ╖ ⌐ ⁭ ₆̃ ╧‮ Ṇ˼ӆ Ὕ ▐ᾈѮѸ. 

Specification
AISWG-

100_Y15

AISWG-

200_Y14

AISWG-

500_Y14

AISWG-

1000_Y14

AISWG-

2000_Y14

AISWG-

4000_Y15

Appearance

RAM 1G 4GB / 8GB 8GB / 16GB 16GB / 32GB 32GB / 64GB 32GB / 64GB

HDD 500G 500G / 1TB 500G / 1TB 1TB / 2TB 2TB / 4TB 2TB / 4TB

N

I

C

Default 100/1000*4(UTP) 10/100/1000 *6 10/100/1000 *6 10/100/1000 *6
10/100/1000 *2

10G Fiber *2

10/100/1000 *2

10G Fiber *2

Option -
10/100/1000 *2 or

1G Fiber *2

10/100/1000 *2 *2 or

1G Fiber *2 *2

10/100/1000 *4 or

1G Fiber *4 or

10G Fiber * 2

10/100/1000 *4 *3 or

1G Fiber *4 *3 or

10G Fiber *2 *3

10/100/1000 *4 *3 or

1G Fiber *4 *3 or

10G Fiber *2 *3

Size 428(W)*44(H)*300(D) 430(W)*44(H)*405(D) 430(W)*88(H)*450(D) 430(W)*88(H)*550(D) 430(W)*88(H)*550(D) 430(W)*88(H)*550(D)

Power 

supply
150W Single 300W Single 300W Redundant 800W Redundant 800W Redundant 800W Redundant

AISWG ♫ ׇ╩‭
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APPLICATION INSIGHT SWG ד⅔ ♩ ‏⅔

Policy Functions Details

И − ᶘӢ ᴙᾋ Ἇ♩
ʹ̯ Ἓ ʺѫ ᴜ ᾎ ᶛӥ ἒ♬
( √ӥ ᴜᾎ, נᾅ ׳ ᴜᾎ, ᾅѱ , Ḉױᵠ ᶛӥ)

♩ Ἇ♩

WEB ʹ √ӥ(♬͋ᾏ ), ͙, Ṩ ▀ ˤỢӮ╙ ⅝ל ♬Ṓ ḓ ҥ╪ ┬ Ḣּת

┘ ở╧ ḢʹἾ ᾐ─∟ ┬ Ợ╪ ḓ Ợ↔▫ ♬╥ ⁄ ╥ ┬ Ợ╪ Ѿ

̃ᵖ
ʹ͙ Ṫᵆӈ ̆ᵙ DB ᵑ ᴛ, ẋ‰ᶴ╖ר͙ Ợ╪ Ϯ ῸἛ Ợ╪ ♪͐ Ӯ ʻ ̆ᵙṊ ↔

֞Ѥ Ѿ ♬ ἒ♬

ѻ קּ╧ ̒ᵖ
ҍʹ╞♬ ⁄ ╥ HTTP ⅝ ╪ ѾӇ‴╙ ˿↕ מ∟ ╞҆ ҍᾐתּ╪ …╪ג ⁄˭ ♣Ἶ ‒

תּ╪ ἒ♬

₆№ URL ̒ ᵖ
Ợʹ↔▫ ♬╥ᵑ ♬ Ợ↔▫ ֞Ѥ ͎ᴹ⁄ ҍ ♬ URL╙ Ѿ ˞Ϯ ↔ ὡ ▓Ѥ

͙ѫ

ḅӫᴙ ở↑■ ѻ ӮʹᴜӇּת Ώ╘ Ợ↔▫⁄ ҍ תּ ֞Ѥ Ѿ

ở↑■ ♩ṏ ở↑■ ♩ṏ ⁴Ҽ ╬א₅ַʹ⇔ DB ἌḲ(Oracle, MySQL, MSSQL)֞ Ѥ LDAP ἌḲᵑ Ợ↔▫ ⁷ҿ ͙ѫ

Ḓ╧ ᾂ Ḓ╧ ᾂ IP Ợʹ↔▫ ֞Ѥ IPṊ ḕ╪ ᾅ ἒ♬ ͙ѫ

♩ ̒ᵖ ♩ ̒ᵖ ♬ʹ ♠↔ ֞Ѥ ṓ∟ ͙ѫ
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¸ ῸἛ Ṫᵆ ̆ᵙ⁄ ҍ ↔ / Ѿ

V 9ˌ ̆ᵙ Ṫᵆ

- AI Cloud Center

- ῸἛἵ ≢‡

- ṙС

- ᾅ

- Ὸ↔ӈ Ợ╪

- ᾗ/Ợ͙

- ╫ᶘἌẋᾅ

- Л √ ױ⁄

- Ḉ Ợ↔ ҵᶉ╬

¸ ▀ḙ Ṫᵆ ̆ᵙ⁄ ҍ ↔ / Ѿ

V 57ˌ ̆ᵙ Ṫᵆ

̃ᵖ
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¸ ḢἾ ᾐ─∟ Ӯ͕ Ṫᵆ⁄ ӻᵐ ┬ Ợ╪

♪ἶ Ѿ

V ┬ Ợ╪ תּ

V ┬ Ợ╪ Ӯ͕ ἒ♬

V ♬͋ᾏ תּ

V IP תּ

V URL תּ

V ᶷ▫⁸ תּ

¸ ┬ Ợ╪ Ӯ͕Ṋ ♬ ♠↔

¸ Ợ↔▫ ♬╥ √ӥ ░ᴏ ͙ѫ

¸ ♬͋ᾏ ░ᴏ ḓ ˤỢ ͙ѫ

┘ ở╧


